Logging Into Offsite Programming (Windows 11) Error 12157-
TLS 1.0 Settings
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Accelerator 3 and Flex 2 have experienced some errors when trying to log into Offsite
Programming when using Microsoft Windows 11 and on rare occasions, Windows 10. This issue is
related to Internet Properties settings for TLS 1.0.

This also fixes the issue when downloading locally (on-site) with the Enable Offsite Programming
box checked and receiving a "Can't connect to Server" error/message at the end of the download.

If you are receiving an error message (shown below), please follow the steps below to resolve the
issue.
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To Resolve Offsite Login Error 12157 - TLS 1.0 Error

1. In the search window.of windows, type CMND to run command window, or find

Command Prompt from within the Windows Tools folder of the Start Menu.

[&] Select Command Prompt

Microsoft Windows [Version 10.0.19043.1348]
(c) Microsoft Corporation. All rights reserved.

C:

2. Type inetcpl.cpl in the window and click ENTER. An Internet Properties window is displayed

[&+] Command Prompt

Microsoft Windows [Version 10.0.19043.1348]
(c) Microsoft Corporation. All rights reserved.

C:\>inetcpl.cpl




€ Internet Properties ? X

General Security Privacy Content Connections Programs Advanced

Home page
? To create home page tabs, type each address on its own line.

ttp://go.microsoft.comyfwlink/p/2Linkid=255141

Use current Use default Use new tab
Startup
(O Start with tabs from the last session
(@ Start with home page
Tabs
Change how webpages are displayed in tabs. Tabs
Browsing history

Delete temporary files, history, cookies, saved passwords, and web
form information.

[[IDelete browsing history on exit
Delete... Settings
Appearance

Colors. Languages Fonts Accessibility

3. Click the Advanced tab

€ Internet Properties ? X

General | Security | Privacy,| Content | Connections | Program)

Settings

BlAccelerated graphics] A
[JUse software rendering instead of GPU rendering®

© Accessibility
[ Always expand ALT text for images
[IEnable Caret Browsing for new windows and tabs
[IMove system caret with focus/selection changes
[Play system sounds
[JReset text size to medium for new windows and tabs
[JReset zoom level for new windows and tabs

I Browsing
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4. Scroll through thedist and enable (check) Use TLS 1.0
@ Internet Properties ? e

General Security Privacy Content Connections Programs Advanced

Settings

[J Allow active content to run in files on My Computer

() Allow software to run or install even if the signature is invalid
() Block unsecured images with other mixed content

@ Check for publisher's certificate revocation

@ Check for server certificate revocation

@ Check for signatures on downloaded programs

(T) Do not save encrypted pages to disk

(7) Empty Temporary Internet Files folder when browser is closec
@ Enable DOM Storage

@ Enable insecure TLS server compatibility

@ Enable Integrated Windows Authentication

@ Enable native XMLHTTP support

() Send Do Not Track requests to sites you visit in Internet Explc

@ UseTLS1.3
@ Warn about certificate address mismatch

() Warn if changing between secure and not secure mode

@ Warn if POST submittal is redirected to a zone that does not p

Restore advanced settings

Cancel Apply

5. Click OK

6. Open Accelerator 3 or Flex 2, and Log into Offsite Programming



Additional Information & Resources:

To learn more about Accelerator 3 configuration and programming, please see the Accelerator 3 online
Programming Guide.



https://urcportal.com/accelerator-3-programming-manual

